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IRS & Partners Combat  

Tax-Related Identity Theft 

 



Emerging Scams 

• Phishing emails posing as IRS e-Services  

• Phishing emails posing as new clients 

• Spoofing emails to payroll personnel 

requesting all employee Forms W-2 

• Remote takeover of tax preparer computers 

• Variations constantly emerge 

• Know your clients; know your employees 



• Avoid IRS impersonators; IRS will not: 

–Call demanding tax payment without mailing 

a notice 

–Threaten to call police 

–Demand payment without opportunity to 

question or appeal 

–Require a specific payment method 

–Ask for credit or debit card numbers over 

phone 

 

 

Beware IRS Impersonation Scams 



• Read Publication 4557, Safeguarding 

Taxpayer Data 

• Review current security measures 

• Create a security plan 

–Use top-notch software security 

–Educate all employees 

–Use strong passwords 

–Secure Wi-Fi 

–Encrypt PII emails 

–Backup files 

 

Steps to Protect Client Data 



• Create a reaction plan for data theft 

–Call IRS Stakeholder Liaison (found on 

IRS.gov) 

–Notify your State Tax Agency 

• Review Federal Trade Commission’s 

“Business Center” to assist businesses with 

data losses 

–Notify police 

–Notify businesses 

–Notify clients 

 

Plan Ahead for Data Loss 



Form W-2 Verification Code 

Verification Code:  

• 16 alphanumeric characters 

• A unique code on each W-2, calculated using 

data on that form 

• In a separate box, labeled “Verification Code,” 

on copies 

– B ("To be filed with employee's federal tax 

return“) 

– C ("For employee's records") 

 

W-2 Instructions: Verification Code: 

• If this field is populated, enter this code when it 

is requested by your tax return preparation 

software. It is possible your software or 

preparer will not request the code. The code is 

not entered on paper-filed returns. 

 

 



Return Filing Due Dates 

Form W-2 and some Forms 1099-MISC 

• The due date for filing 2016 Forms W-2, with 

the SSA is now January 31, 2017, whether you 

file using paper forms or electronically.  
 

• Form 1099-MISC to be filed on or before 

January 31, 2017, when you are reporting 

nonemployee compensation payments in box 7.                                            

IRC 6071(c) 

Due Date for 1040 filers is April 18, 2017 

 



Identity Theft  



Work Opportunity  

Tax Credit 

Date 

Presenter’s name 



WOTC 

• Retroactive for employees hired between Dec. 

31, 2014 and Jan. 1, 2020 

• Tax-exempt employers hiring qualified 

veterans (Dec. 31, 2014-Jan. 1, 2020) included 

• New target group employees 

–Qualified long-term unemployment 

recipients 

 

 

 



New Target Group 

• Qualified Long-Term Unemployment 

Recipient  

• Hired on or after January 1, 2016 

• Qualified long term employment recipients  

Form 8850 deadline June 29, 2016. 

 

 

. 

 



• Notice 2016-22 provides employers that hire 

members of targeted groups additional time 

beyond the 28-day deadline for submitting 

Form 8850. 

• PATH Act extended the Work Opportunity Tax 

Credit retroactively for 2015.  

• Form 8850 must be submitted by May 31, 

2016.  

• Qualified long term employment recipients 

Form 8850 deadline June 29, 2016. 

 

Transitional Relief 



Pre-screening and Certification 

 

• All employers must obtain certification that an 

individual is a member of the targeted group, 

before the employer may claim the credit 

• Employers should contact their individual 

state workforce agency with any specific 

processing questions for Forms 8850. 

 



Claiming the WOTC 

• The process for taxable businesses claiming 

the WOTC for all categories remains the 

same.  

–Claim credit as a general business credit 

• Tax-exempt employers claiming the WOTC 

for veterans categories, follow the instructions 

shown on Form 5884-C. 

 



Thank You! 


