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Do Employees Have A Right to Privacy

* Do employees have a right to privacy in the workplace?
» Should employees have a right to privacy in the workplace?

*\Where does and employer’s right to run his or her business
outweigh an employee’s right to workplace privacy?
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The Dark Web
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What Is The Problem With Social Media In The

Workplace?
» Use results in Privacy Breach » Excessive Use (slacking)
* Disclosure of Trade » Damage to reputation
Secrets/Confidential Info = Pornography, Obscenity
* Employee Morale/Gripe = VViolence
Sessions

= Union Organizing

» Harassment/Title VlI . .
. » Unauthorized and deceptive
» Defamation endorsements

» Misuse of Intellectual Property = \Violations of Other Policies
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NLRA Protections For Employees

- Activity must be “concerted”
* e.g., blog for co-workers

- “Concerted activity” must
be “protected,” i.e., related
to the terms and conditions
of employment

- Existing union is not
required




Political Speech in Workplace
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Hot Topics

* Presidential Campaign
= | egalization of marijuana
* Clinton vs. Trump
» Bathrooms

» Equal Pay Act

* “The Wall”
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Employee Rights

* First amendment right to free speech

* Freedom to Vote (time off)

* NLRA Protected Speech

» Posting requirement for “Time Off to Vote”
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What Are The Limits On An Employer’s
ADbility To Regulate Employees’ Web
Activities?
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Do Employers Have A Duty To Monitor Employees’ Off-Duty

Social Media Activity?

- Security guard took photos of female employees from customer’s computer
system, ejaculated on them, and posted them on an adult web site

- $1.4 million judgment against security company reversed

» Court: “Employers have no duty to supervise employees’ private conduct or to
persistently scan the worldwide web to ferret out potential employee misconduct”

Maypark v. Securitas Security Services, 775 N.W. 2d 270 (Wis. App. 2009)
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Can An Employer Access

A Restricted Profile?

- Key Facts:
* Houston’s employee creates a group MySpace page
- Purpose:
“To vent about any BS while at work without any
outside eyes spying in on us”
* Houston's managers asked hostess for her password
« Two group members are fired

Pietrylo v. Hillstone’s Restaurant Group, d/b/a Houston’s, (D.N.J. 2009)
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lllegal Hacking?

- Claims: Violation of Stored Communications Act invasion of privacy

- Result: Verdict for employees on SCA claim, but for employer on invasion of
privacy claim

- Jury Questionnaire:

« Managers knowingly accessed the group page without hostess’ authorization

* The group page was private, but plaintiffs had no reasonable expectation of privacy in
their statements
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Unlawful Survelillance?

= Key Facts:

- Pilot maintained restricted website for pilots to complain about the union and
management

- Pilot restricted access by user name and password

- The site’s privacy policy stated that information was confidential and restricted
to eligible users

- Airline Vice President used another pilot's user name and password to enter
the site

Konop v. Hawaiian Airlines, 302 F.3d 868 (9t Cir. 2002)
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Unlawful Survelillance

* Court: Summary judgment
reversed

- Absent legitimate justification,
airline executive violated the
SCA by accessing Konop’s
website using false pretenses
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The Federal Wire Tap Act

 Prohibits the acquisition of the content of a wire, oral or electronic
communication using an electronic, mechanical or other device and

 Prohibits disclosure of an unlawfully intercepted communication

« Dangerous statute for employers — no proof of injury is required for
damages

SheppardMullin



The Hiring Process
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On-Line Recruiting

- 92% of companies hiring in 2010 currently use, or plan to recruit through,
social media sites

- 46% of companies plan to invest more in recruiting through social networks

- 58% of companies have successfully hired applicants through a social
networking site

- 31% of candidates disclose their social networking presence when applying
for a job

Source: 2010 JobVite Social Recruitment Survey (6/10)
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On-Line Recruiting

- 70% of recruiters and HR professionals have
rejected candidates based on information found
online

- Top reasons for rejection:
« Concerns about lifestyle (58%)
* Inappropriate comments (43%)
» Unsuitable photos or videos (55%)

- Fewer than 15% of consumers surveyed believe
that information found online would have an
Impact on their getting a job

Microsoft Study “Online Reputation in a Connected World” (Jan 2010)
SheppardMulilin



On-Line Background Checks

- Natalie Boyce has downloaded the background check app, “Been Verified,” to
her iPhone. After interviewing Tom Jones, she checks Jones’ criminal history,
finds two convictions, and prepares a negative evaluation.

» Boyce’s employer is exposed to potential liability under the Fair Credit Reporting Act if it
relies on Boyce’s negative evaluation to reject Jones’ job application
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Fair Credit Reporting Act

- Prohibits employers from obtaining criminal history on a job applicant from a
“Consumer Reporting Agency” (CRA) without providing notice to the subject
and obtaining the subject’s consent

* CRA = A third party who, for a fee, assembles information bearing upon a
consumer’s creditworthiness, character, general reputation, or mode of
living

- Employer that relies on a report from a CRA must provide pre-adverse action

notice and final adverse action notice in connection with any adverse
employment action
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Solution

- Prohibit employees
from conducting any
form of background
check

- Background checks
may be conducted
only through the
employer’s authorized
vendor
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Recruiting Issues

- Discovery of “bad” information not
otherwise known, e.g., posts
revealing disability

- Inconsistent use of the resource
- Lack of uniform application
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Policy Options

1. Provide notice and ask for permission
Access before there is a chance to modify
«  Access after there is a chance to notify

2. Access without notice but provide an opportunity to respond
3. Access without notice and provide no opportunity to respond
4. Do not access at all
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Juvenile criminal history information

= AB 1843. Prohibits an employer from asking an applicant for
employment to disclose, or from utilizing as a factor in determining
any condition of employment, information concerning or related to an
arrest, detention, processing, diversion, supervision, adjudication, or
court disposition that occurred while the person was subject to the
process and jurisdiction of juvenile court law.
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Text Messages
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SWAT And Text Messages

= Key Facts:

- Police department issues two-way pagers to SWAT team members and
contracts with Arch Wireless

- Police department tells officers that text messages are subject to the
department’s e-mail monitoring policy

City of Ontario v. Quon, 2010 U.S. LEXIS 4972 (June 17, 2010)
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City’s E-Mail Policy

= Key Provisions:

- City “reserves the right to monitor and log all network activity including e-malil
and Internet use, with or without notice”

- “Users should have no expectation of privacy or confidentiality when using
these resources’

- However:
- Policy did not mention text messages
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Expectation Of Privacy

= Court assumed without deciding that Quon had an expectation of
privacy
- “The judiciary risks error by elaborating too

fully on the Fourth Amendment implications of emerging technology before its
role in society

has become clear.”

- “Prudence counsels caution before the acts in
the instant case are used to establish far-reaching premises that define the

existence, and extent, of privacy expectations enjoyed by employees when
using employer-provided communication devices.”
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Expectation Of Privacy

= Factors that would be considered:

1. Lt. Duke’s statement to Quon
« Change in existing policy?
«  Authority to change policy?
2. Other justifications for reviewing texts
«  Performance evaluations
«  Litigation over police actions
. Open Records Act requests

SheppardMulilin



Reasonableness Of Search

1. City had a legitimate business justification for the search
Was the character limit too low?

2. Search was not excessive
«  Limited to relevant sampling of two months
 Redacted texts sent during non-working hours

Holding:

- Because the search was reasonable, the City did not violate Quon’s Fourth
Amendment rights

SheppardMullin



Private Text Messages”?

= Key Facts:
- Wall was arrested while participating in a drug buy

- At the stationhouse, DEA agent observed
text messages on Wall’s cell phone and photographed them without a search
warrant

- Wall did not consent to the agent’s actions

United States v. Wall, 2008 U.S. Dist. LEXIS 103058
(S.D. Fla. Dec. 22, 2008)
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Private Text Messages

- Issue: Did warrantless search of Wall’s cell phone violate the Fourth
Amendment?
- Ruling: Yes; text messages suppressed

- Rationale:
“Searching through information stored on a cell phone is analogous to a

search of a sealed letter, which requires a warrant”
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Revamping Your Policy

- Modify electronic resources policies to address texting

- Mandate use only of employer-issued equipment and employer-owned
account
to conduct company business

- Notify employees that consent will be requested when access is needed for
business purposes or a company investigation

SheppardMulilin



Revamping Your Policy

- Refusal to consent may result in discipline,
up to and including termination

- Conduct tailored searches only for legitimate business reasons

- This policy cannot be altered except with the prior written authorization of
[insert job title]
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Personal E-mail Accounts
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The Litigious Physician

= Key Facts:

- Physician sends e-mails to his attorney over the hospital’s network using his
work e-mail address

- Hospital’s written policy states no expectation of privacy, prohibits personal
use, and provides that hospital owns all communications.

- Physician argues communications with attorney are private and privileged

Scott v. Beth Israel Medical Center, 17 Misc.3d 934 (N.Y. Sup. Ct. 2007)
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Scott v. Beth Israel Med. Citr.

= Court:

- Physician waived privilege by communicating with attorney over corporate
network

* Reasoning:

Physician had constructive knowledge of policy

Policy prohibited personal use

Hospital reserved the right to monitor (although it did not do so)

Computer staff had continuing access to physician’s e-mail stored on the
hospital's server
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Privileged E-mail?

= Key Facts:

- Stengart exchanged e-mail through her personal
e-mail account, but using her company-issued
laptop, with her personal attorney about potential
claims against Loving Care

- After Stengart sued Loving Care, computer
forensic expert discovered Stengart’'s e-mail
exchanges with her attorney

- Defense counsel determined, based on Loving
Care’s electronic resources policy, that Stengart
had waived the privilege

Stengart v. Loving Care Agency, Inc., 990 A.2d 650 (N.J. 2010)
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Loving Care's Electronic

Resources Policy

- Company “reserves and will exercise the right to review ... all matters on the
company’s media systems and services at any time, with or without notice.”

- “E-mail and voicemail messages, internet use and communication and
computer files are considered part of the company’s business and client
records ... [and] are not to be considered private or personal to any individual
employee.”

- “The principal purpose of electronic mail is for company business
communications. Occasional personal use is permitted. ...”

SheppardMulilin



Legalize it?
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Prop 64

= | egalizes marijuana

» Recreational marijuana is legal in several states: AK, CO, DC, WA,
OR

* On ballot in several more including CA
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Impact on Businesses

* No accommodations required

= Company can have zero tolerance policy

» Review your policies

» Be practical

= Communicate often

» Enforce consistently

= Consider treating pot and alcohol the same

SheppardMulilin
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Medical Marijuana

» On January 24, 2008, the California Supreme Court decided RosS V.
RagingWire Telecomm.

* The Court held that no duty existed under the Fair Employment and
Housing Act to "reasonably accommodate" medical marijuana use as
treatment for a "disability"

*» The Court also held the plaintiff could not bring a claim for wrongful
termination in violation of public policy under California's
Compassionate Use Act, aka Prop. 215

» Compassionate Use Act merely exempted medical users and their
primary caregivers from criminal liability under two statutes
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Medical Marijuana

= Marijuana is still illegal under federal law. FEHA does not require
employers to accommodate the use of illegal drugs

» Compassionate Use Act does not eliminate marijuana’s potential for
abuse or the employer’s interest in whether an employee uses

» Balancing drug test's intrusion on the employee's reasonable
expectation of privacy against the employer's legitimate interests in
obtaining the information

=  Program must be designed to:
1. Minimize intrusion of testing procedure; and
2. Restrict access to test results
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Privacy Concerns

—Written notice and consent of type and purpose of tests

—Minimize intrusion on privacy
— Conducted by medical personnel
— Consider indirect monitoring

—Ideally: Employer informed only of ultimate results
—Maintain information collected in separate medical files

—Restrict access
« Supervisors who need the information
« Emergency situations
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Reasonable Suspicion

= Train supervisors on how to identify someone under the influence
= Do not jump to conclusions

= Mere hunches are not sufficient

= Consider other possible explanations

= Ask managers detailed guestions regarding observations
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Drug and Alcohol Policy

* Promoting safe, efficient and healthful workplace

* Prohibit drug and alcohol-related activities
- possession, use, sale, distribution, manufacture, under the influence

= On duty, on-call status, operating company vehicle, on premises
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Drug and Alcohol Policy

* Inspection to administer policy
- Reserve the right to inspect desks, lockers, lunch boxes
- Reserve the right inspect employee and articles/property in their possession

» Reject all applicants who previously failed a drug test with the
company(?)
- Consider risks and benefits
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Drug and Alcohol Policy

= California Labor Code section 1025

- Employers with 25 or more employees must reasonably accommodate
employees who voluntarily enter into rehab unless it would impose undue
hardship

- Not an excuse for employee to engage in misconduct or poor performance

» Policy
- Employees with drug or alcohol problem who voluntarily enroll in rehab

program will be offered reasonable accommodation unless it would result in
undue hardship

SheppardMullin
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Drug and Alcohol Testing

» Type of test
- Blood, urine, etc.

» Circumstances
- Pre-hire
- Post-accident
- Reasonable suspicion
- Random (for safety-sensitive positions only)
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Drug and Alcohol Policy

» Substances Prohibited
- lllegal substances (including marijuana)
- Non-prescribed medications
- Alcohol
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